Spanish Security Strategy

Everyone’s responsibility



Spanish Security Strategy

Everyone’s responsibility

GOBIERNO DE ESPANA
MADRID 2011



Available in http://www.lamoncloa.gob.es

Catalogo de Publicaciones de la Administraciéon General del Estado:
http://publicacionesoficiales.boe.es/

Edita: Gobierno de Espana

NIPO: 000-11-011-3

Dep6sito Legal: M-28305-2011

Imprime:

Imprenta Nacional del Boletin Oficial del Estado

This publication has been printed on recycled and chlorfree paper
according to the green government contracting guidelines.

VA

FSC

www.fsc.org

MIX

Paper from
responsible sources

FSC® C077825




Table of contents

EXECUTIVE SUMMARY . . ... e e e e
Chapter 1. A NECESSARY STRATEGY ....................
Chapter 2. SPAIN’S SECURITY IN THE WORLD .............

Our specificprofile .. ...... .. ... ... ... ... .. .. ....
Spain in a globalised world . ........ ... ... ... ... ....

The European Union, identity and influence . .........
The United States and the new transatlantic relations . . .
Russia, European strategic paritner . ................
Iberoamerica, a common destiny . ..................
Our Southern neighbourbood . .....................
Africa, key to Spanish security . ....................
Spain in Asia . .. ... .. ..
The UN, NATO and other multilateral fora ............

Chapter 3. RISK MULTIPLIERS . ........................

Globalisation’s drawbacks . ............ ... ... ... ....
Demographic imbalances . ............. ... .. .. ......
Poverty and inequality . ............ ... ... .. .. .. .. ..
Climate change . ............ .. .. .. . ...
Technology’s perils .. ... .. ... ... ... ... .. . ...
Radical and non-democratic ideologies .. ...............

15
19

20
22

22
24
25
25
26
27
28
29

31

32
33
34
35
35
36



Chapter 4. THREATS, RISKS AND RESPONSES . ... ..........

Domains .. ...

Armed conflicts

Terrorism . . ...

Organised crime

Financial and economic insecurity . ...................
Energy vulnerability . ........... ... ... ... ... ... ...,
Proliferation of weapons of mass destruction ............

Cyberthreats . .

Uncontrolled migratory flows . .......................
Emergencies and disasters . .........................
Critical infrastructures, supplies and services . ............

Chapter 5. AN INTEGRATED INSTITUTIONAL MODEL .......

LIST OF ACRONYMS

37

37
39
44
48
50
54
57
60
64
67
70

73

79



Executive summary

Ensuring the security of Spain, its inhabitants and its citizens is an
essential responsibility of the Government and the Public Administra-
tions, but also of society as a whole. Security today is everyone’s
responsibility.

It is a complex task in an interdependent and changing world, in
which the worst economic crisis in more than 80 years has converged
with a shift in economic power from the West to Asia.

We face crosscutting, interconnected and transnational threats and
risks. Preserving security requires international and national coordi-
nation as well as the involvement of society as a whole.

The border between domestic and external security has become
blurred. National policies in the traditional areas of security are no
longer a sufficient safeguard in the 21* century. Only a comprehen-
sive and interdisciplinary approach to security at national, European
and international levels can address the complex challenges we face.

The core objectives of this first Spanish Security Strategy are to ana-
lyse the threats and risks to our security, identify courses of action
and define coordination mechanisms. It has a scope of one decade
and will be reviewed every five years or when required by circum-
stances.
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The security policy will be based on six basic concepts (Chapter 1):

— Comprehensive approach to the different dimensions of secu-
rity.

— Coordination between Public Administrations and with society.

— Efficient use of resources.

— Anticipation and prevention of threats and risks.

— Resilience of systems and instruments.

— Responsible interdependence with our partners and allies.

This Strategy has been conceived with a national, European, interna-
tional and global perspective, and from the standpoint of Spain’s
standing as a medium-sized power with a specific profile and impor-
tant comparative advantages. Our capacity for action is enhanced
through our membership of a European Union (EU) that shares our
interests, and our recognised standing as a country committed to
effective multilateralism. We have global interests to defend and trans-
national threats and risks to face, many of which will come from
abroad. In order to preserve our security, we will occasionally have to
become involved in actions far away from our borders. (Chapter 2)

Globalisation’s drawbacks, demographic imbalances, poverty and
inequality, climate change, technological dangers and radical and
non-democratic ideologies are all transnational drivers that can multi-
ply the effects of risks and threats or even transform their nature.

(Chapter 3)

This Strategy identifies the most important threats and risks to our
country’s security and outlines how they might be addressed. They
can occur in different domains where action would be required: on
land, at sea, in the air, in space, in cyberspace and in the information
sphere. This analysis constitutes the basis for formulating strategic
lines of response, developing capabilities and carrying out organisa-
tional reforms. (Chapter 4)

The Strategy identifies the following threats and risks, and strategic
lines of action in response:

Armed Conflicts. Spain could be required to participate in three
types of conflicts where the role of the Armed Forces is central: con-
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flicts not shared with our allies, multilateral conflicts directly affecting
Spanish interests and conflicts derived from our international commit-
ments in multilateral frameworks not directly affecting our interests.
The defence of our interests and values will guide Spanish efforts in
this sphere, from the threefold perspective of conflict anticipation and
prevention, conflict management and resolution, and subsequent
peace consolidation. To this end, Spain will follow a comprehensive
approach combining diplomatic, military, police and foreign aid tools.
An Integrated External Response Unit (URIE) will be created for this
purpose.

Terrorism. Terrorism directly threatens the security of all citizens,
seeks to undermine democratic institutions and could cause severe
damage to our critical infrastructures. ETA’s terrorism has been a
scourge that has plagued Spain for over 40 years. Yet its end is nearer
than ever before thanks to the maturity and unity of Spanish society,
and the effectiveness of the police and the judiciary. Transnational
terrorism, particularly Jibadist, takes advantage of the features of the
new global society in the hope of disrupting its normal functioning.
Although neither of these represents an existential threat to the State,
preventing, impeding and defeating terrorism is a national, European
and international priority. To fulfil this goal, a specific and integrated
strategic response is necessary, based on respect for democratic val-
ues, human rights and the rule of law. The main axes of this response
are anticipation, prevention and protection, together with availability
of means, the joint effort of democratic parties and their support for
the work of the State Security forces and intelligence services, and
international cooperation.

Organised crime. It is one of the most serious, though at times least
recognised, threats to our security. It is increasingly interconnected
with terrorism, violent groups and local crime in a way that makes
them all mutually reinforcing. A threefold approach is needed to con-
front this threat: increasing personnel and means, continue develop-
ing efficient legislation in this area, and improving the coordination
between national and international organisations. The Centre for
Intelligence against Organised Crime (CICO) has been reinforced to
meet this challenge.
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Economic and Financial Insecurity. Economic security is an inte-
gral and essential part of our security. The threats and risks related to
economic and financial activity can originate in public or private mac-
roeconomic imbalances, market volatility, the destabilising, specula-
tive or even illegal activities of different economic agents, the poor
performance of supervision and regulatory entities, economic inter-
dependence, competition for resources or an unbalanced growth
model. The prevention and mitigation of their effects requires us to:
prosecute criminal activities; ensure the correct supervision and regu-
lation of markets; make progress in European and global governance;
enhance the international presence of Spain; guarantee the function-
ing of critical economic and financial services and infrastructures; and
promote a sustainable economic development that minimizes imbal-
ances and guarantees economic growth and social cohesion. An Eco-
nomic Intelligence System (SIE) will be created to analyse relevant
information and equip the State for better decision-making and action
in this area.

Energy vulnerability. Our high dependence on fossil fuels and the
unsustainability of the current energy model worldwide, for environ-
mental reasons among others, make of the energy factor a key com-
ponent of our security. The lines of action to enhance our energy
security include: diversification of energy sources; energy savings and
efficiency, with the dual aim of reducing external dependence and
improving our economic competitiveness; security of supply at a rea-
sonable price, limiting dependence on supply from a single country,
developing strategic reserves, as well as international interconnec-
tions, boosting infrastructures and liberalizing markets. The best
guarantee of energy supply and security for Spain is an integrated
European electricity and natural gas market.

Proliferation of weapons of mass destruction. The proliferation of
nuclear, radiological, biological or chemical weapons is one of the
major threats of our times, particularly if uncontrolled agents such as
terrorist organisations gain access to these weapons and use them.
Preventing and neutralizing this threat requires intense multidiscipli-
nary work. Spain supports the various international initiatives in this
direction, including the Nuclear Non-Proliferation Treaty (NPT), and
the creation of an appropriate collective defence capability against
the proliferation of ballistic missiles.



